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Mission Control Network Intrusion Detection Datasheet Description 

Comprehensive protection of an organization's information network is a core requirement. Policy enforcement points at the 
perimeter of the infrastructure network mitigate the risk of known attacks. However, due to previously unknown breaches, the 
threat level increases constantly. Therefore, Network Intrusion Detection Systems (NIDS) represent an important building 
block of any sound defense infrastructure. Unfortunately, all too often these vital elements belie their expectations: to alert 
key personnel in case of a successful security breach. The reason lies in the huge number of false alarms preventing 
operations from extracting the essential events. Therefore, the challenge lies in being able to differentiate between an 
attempted and a successful attack. 

 

Unique Event Processing 

The Mission Control Network Intrusion Detection improves the precision by using a combination of protocol, signature and 
anomaly based inspection methods to analyze network traffic and prevent critical threats from affecting the network. 
Whether deployed at the perimeter, in the DMZ, or in critical network segments, it helps to protect business continuity, 
company assets, and brand reputation around the clock by identifying attacks before they damage and disrupt business 
operations. 

Due to the unique multilayer event processing including classifications done on the centralized database as well as human 
expert rating provided by the Mission Control Operations Centers, generated alerts have maximum significance guaranteeing 
improved security with reduced management and operation overhead. 

 

Operational facts 

The Mission Control Network Intrusion Detection is running on dedicated, industrial strength hardware for reliable 
7x24h operation. The hardened operating system assures that only essential tools and utilities are activated and therefore 
cannot lead to unexpected instability and compromised systems. 

After extensive testing procedures, all required security updates and patches are installed, ensuring that the systems are 
always up-to-date. The device is capable of booting multiple releases which provides an efficient fallback and recovery 
process if required. Furthermore, all device and environment specific configurations are automatically generated, based on 
the Mission Control configuration database. This is an essential part of an efficient disaster recovery process since it 
allows for the instantiation of a replacement configuration in a very short time. 

 

Architecture 

The Mission Control Network Intrusion Detection consists of three main components. The Sensors are directly attached to the 
protected networks, capture the entire traffic and generate sensor messages. The Correlator records all those messages in 
the database and applies an elaborate rule set in order to generate alerts. The alerts are finally sent to the Mission Control 
experts where they are again rated and attributed to the proper context. Such events are documented in the Mission Control 
ticketing system and followed by the escalation process if required. Mission Control also correlates all alerts from all global 
locations and is therefore able to identify global attacks and attack campaigns. 
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The sensors are updated daily based on multiple signature sources to be constantly up to date and to base the analysis on 
the knowledge of multiple signature sources as well as Mission Control. Besides the imported signatures, the Mission Control 
NIDS is extended by customized detection patterns which are extracted constantly from the Mission Control worldwide 
NIDS installation basis. This synergy effect allows Mission Control to further improve the detection rate and eradicate false 
alerts for every single system. Mission Control engineers analyze the pool of events generated by the engine and perform 
differentiation between imprecise, uninteresting, suspicious, and confirmed messages. Interesting cases are communicated to 
the customer for further classification. 

The used escalation engine makes use of Extrusion Detection which is a mechanism to avoid false positives and unsuccessful 
attacks. By being able to differentiate the direction of traffic into incoming, outgoing, and internal, the generated signatures 
can be attributed a higher relevance. Extrusion Detection is the result of research work done in cooperation with the Swiss 
Federal Institute of Technology (ETH Zurich). 

An important building block of the reliability and relevance of a Network Intrusion Detection System is the feedback loop
consisting of customer feedback implemented in the detection and notification framework. The Mission Control NIDS is 
adjusted not only based on inputs generated by the Mission Control operations centers, but also based on direct input from 
the customer base. The Mission Control NIDS is therefore capable of representing individual infrastructure constellations. 
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High performance engine 

A single Correlator can handle a number of Sensors distributed globally. These Sensors report only relevant information back 
to the Correlator where event storage and interaction with Mission Control is done. This saves a considerable amount of 
bandwidth as the intelligence to implement the global policy is distributed to all Sensors. 

Through the use of traffic partitioning, customers may split the load to multiple Sensor instances (across multiple cores or 
even multiple machines). This unique technique makes the Mission Control Network Intrusion Detection System scalable and 
accept load which would exceed the limits of a single system. 

Auditability with Mission Control 

All relevant information including alerts, notifications, changes, reports, and monitoring is provided in a single, administrator 
and management friendly interface called the Mission Control Cockpit. The Mission Control Cockpit is a very powerful and 
feature-rich interface (available through HTTPS and strong authentication from all around the world) supporting different 
users associated to different roles (access levels) with all the information they require. 

The Mission Control Cockpit provides all operational facts and figures of Mission Control Intrusion Detection including the 
number of logged events, bandwidth usage, packet rates, the number of TCP sessions, TCP/UDP session rates, and the 
difference between SYN and SYN/ACK packets. All these statistics are scalable for a day, month, and year period to get a 
very quick and precise overview of the current status. 

Escalations and notifications are based on strictly defined processes including active notifications via SMS, Email or Fax. 
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IDS Event Investigation 

If the interest focuses on specific IDS events, the IDS event viewer allows deep packet investigation. As shown in the 
following figure, all events are listed in a table and can be sorted and filtered by IP address, ports and signatures. Even a full 
text signature search is available. All notified events are linked to the corresponding ticket that tracks the escalation 
procedure and contains all findings and investigations. 
 

 
 
Investigation of one event shows all details that are required to investigate any occurred incident including detailed event 
descriptions, IP DNS resolutions and follow-up packets. 
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Reporting 

Mission Control issues a monthly IDS report which focuses on the executive management audience. On the introduction and 
summary page, event occurrences and event categories are compared to previous months. On the following pages, the IDS 
report focuses on each sensor and provides more information about the monitored environment and reported incidents at 
that location. 
 
Event categories summaries and trends: 
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Ticket statistics, trends, and per sensor logged events: 
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Per-sensor detail information including single event descriptions 


